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In this paper, we propose and experimentally demonstrate a novel multi-band chaotic non-orthogonal matrix
(CNOM)-based encryption scheme for secure orthogonal frequency division multiplexing (OFDM) passive
optical networks. The dimension of non-orthogonality is exploited in the encryption with the CNOM, where
both faster-than-Nyquist signaling and redundant precoding were employed to dynamically scramble the original
number of subcarriers of each sub-band and fix the overall data rate. Both simulation and experimental results
of a 10.6 Gb/s 4-QAM transmission over a 20-km standard single-mode fiber showed that the total key space
significantly increases by 1.4 × 10482 and 1.72 × 10653 times, as the number of sub-bands increases from 1 to
10 and 15, with a considerable reduction in computational complexity of 90% and 93.33% in complex-valued
multiplication, and 90.76% and 94.12% in complex-valued addition, when encrypting one OFDM symbol,
respectively. Moreover, the improved resilience to the frequency roll-off has also been verified by using additional
permutation matrices in the proposed encryption algorithm. © 2023 Optica Publishing Group
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1. INTRODUCTION

With advantages such as low power consumption, large
capacity, and easy maintenance, the passive optical network
(PON) has been widely deployed over the past few decades.
It is well-recognized as a promising solution to solve the “last
mile” bottleneck of the access network. On the other hand,
orthogonal frequency division multiplexing (OFDM) has been
extensively investigated in PONs owing to its high spectral
efficiency (SE), high robustness against channel chromatic
dispersion, and high flexibility [1]. Therefore, OFDM-PONs
have drawn extensive attention from academia and industry
[2–4]. Nonetheless, most previous studies on OFDM-PONs
mainly focused on achieving optimal transmission perform-
ance rather than their security issues. Communication security
is increasingly crucial, with massive PONs deployed for
financial and government business use. In conventional
OFDM-PONs, the optical line terminal (OLT) uses a broad-
casting method to transmit downstream data to all optical
network units (ONUs), making the transmitted data very sus-
ceptible to illegal eavesdropping. To cope with this challenge,
improving the security performance in OFDM-PONs has
become a hot research area [5–7].

Although different types of encryption methods have been
proposed, many of them mainly focused on the high-level

encryption protocol of the network, such as employing cryp-
tographic protocols at the media access control layer [8,9].
With the advent of the quantum computing era, those afore-
mentioned methods are at risk of being cracked within a short
period of time. By contrast, encryption at the physical layer can
take the security performance to a higher level and is more suit-
able for high-speed data encryption than high-level encryption
[10–12].

Chaos-based encryption, such as optical chaos encryp-
tion using feedback lasers and digital chaos encryption with
nonlinear differential equations, is a potential solution for
physical-layer security enhancement due to its high sensitivity
to initial values, high randomness, large bandwidth, and low
latency [13,14]. Nevertheless, the optical chaos encryption
based on feedback lasers imposes high cost and complexity on
the system, which can be avoided by replacing it with digital
chaos encryption without additional hardware utilization.
There have been a variety of encryption schemes based on
digital chaos proposed in recent years, such as DNA and chaos
coding [15], Brownian motion and chaos [16], constellation
disruption [17], and phase masking and frequency-time confu-
sion [18]. However, in many aforementioned techniques, only
the primitive permutations are generally used for scrambling,
leading to high complexity, time delay, and synchronization
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errors. In our previous work, by introducing a new dimension
of non-orthogonality for encryption, we have proposed a
single-band chaotic non-orthogonal matrix (CNOM)-based
encryption algorithm [12] that can achieve a higher key space
compared to the chaotic orthogonal matrix (COM)-based
encryption reported in [10]. Nonetheless, only the case of one
sub-band encryption has been studied.

At ECOC 2022, we propose a novel multi-band CNOM-
based encryption scheme by generalizing the concept of
single-band CNOM-based encryption to a more common
case for further enhancement of the physical-layer security
in OFDM-PONs [19]. In this paper, we extend our work by
analyzing the encryption complexity in more detail and giving
more comprehensive results and discussions about how the key
space, computational complexity, and transmission perform-
ance change with the number of sub-bands, which is important
to guide how to choose the appropriate number of sub-bands
in practical application. In the proposed encryption scheme,
the whole bandwidth of the OFDM symbols is first divided
into L sub-bands. Then, for each sub-band, a set of independ-
ent CNOMs is used for encryption, which is determined by
a five-dimensional (5-D) hyperchaotic system and the corre-
sponding preoptimized dynamic range (DL ) of the original
number of subcarriers. The dimension of non-orthogonality
is employed in encryption with CNOMs, where both faster-
than-Nyquist (FTN) signaling [20] and redundant precoding
[21] are utilized to increase the key space and fix the overall
data rate. Moreover, we investigate the impact of the number
of sub-bands L and the corresponding dynamic range DL in
encryption on transmission performance, security perform-
ance, and computational complexity. Finally, the encrypted
signal with a 10.6-Gb/s data rate using the 4-QAM modula-
tion format was successfully transmitted over a 20-km standard
single-mode fiber (SSMF). The experimental results show that
by employing the proposed multi-band encryption scheme
with the optimal dynamic range, an enormous increase in the
key space and a decrease in computational complexity can be
realized at the cost of a moderate penalty in the transmission
performance, providing increased flexibility of encryption
in practical applications. Specifically, when the number of
sub-bands increases from 1 to 10 and 15, the key space can
increase by 1.4× 10482 and 1.72× 10653 times, respectively.
Meanwhile, the complexity can be reduced by 90% and
93.33% in complex-valued multiplication, and 90.76% and
94.12% in complex-valued addition, when encrypting one
OFDM symbol, respectively. Finally, the experimental results
confirm that additional permutation matrices used for scram-
bling the encrypted subcarriers in this work can also increase
the tolerance to the frequency roll-off of a communication
system.

The rest of the paper is organized as follows: Section 2
describes the proposed multi-band CNOM-based encryption
scheme in detail. The experimental setup and corresponding
digital signal processing (DSP) are given in Section 3. Section 4
presents the experimental results and the discussion. Finally,
Section 5 summarizes this paper.

2. PROPOSED SECURE OFDM-PON

A. Multi-band CNOM-Based Encryption

Figure 1 shows the basic principle of the multi-band CNOM-
based encryption. First, the overall bandwidth of the OFDM
symbols is divided into L sub-bands evenly. Then, independ-
ent CNOMs are applied to these sub-bands for encryption. In
Fig. 1, we use the l th sub-band of the kth OFDM symbol as an
example for illustration. It should be noted that the bandwidth
of each sub-band after encryption in all OFDM symbols is
set to the same value to facilitate the operation in this work.
Herein, the bandwidth of the l th encrypted sub-band can be
set to β = αlk Blk, where αlk is the scale factor applied to the
l th sub-band of the kth OFDM symbol, and Blk is the corre-
sponding original bandwidth. We can thus fix the value of β by
jointly controlling αlk and Blk. For the CNOM-based encryp-
tion of the l th sub-band, the scale factor αlk can be either
greater or smaller than 1, depending on the chosen chaotic
system and the corresponding security key. Figure 1 illustrates
all three cases of αlk < 1, αlk > 1, and αlk = 1. In our designed
system, the scale factor αlk is obtained by αlk =M/Nlk, where
Nlk is the original number of subcarriers determined by the
chaotic system, which is related to the original bandwidth Blk,
and M is the fixed number of subcarriers for the l th sub-band
after encryption, which is related to β. M is derived from
M = V /L , where V denotes the total number of subcarriers
after encryption, and V is also fixed during the encryption
process.

The mathematical representation of encryption for the
l th sub-band of the kth OFDM symbol can be described as
X l k =Wl k Sl k, where Sl k is an Nlk × 1 vector that repre-
sents the original data loaded over Nlk subcarriers of the l th
sub-band, Wl k is an M × Nlk chaotic matrix generated by
the chaotic system, and X l k is an M × 1 vector representing
the encrypted data reallocated over M subcarriers. Then, the
encrypted subcarriers of total L sub-bands are scrambled by
another permutation matrix Fk with a size of V × V , which
is also generated by the chaotic system and is different for
different OFDM symbols.

Based on the value of the scale factor αlk, we can classify
the encryption and decryption for the l th sub-band of the
kth OFDM symbol into three cases. (1) When αlk < 1, Wl k

is a CNOM. In this case, the encryption is equivalent to
performing FTN signaling [20], purposely inducing inter-
carrier interference (ICI) that needs to be eliminated by an
additional soft-decision decoder at the receiver side [22].

Fig. 1. Principle of multi-band CNOM-based encryption.
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(2) When αlk = 1, Wl k becomes a COM [10]. In this case,
the encryption does not introduce any penalty, thus without
requiring additional soft-decision decoders. (3) When αlk > 1,
the encryption becomes redundant precoding [21]. Therefore,
an extra soft-decision decoder is also not needed in this case.
Meanwhile, the system’s robustness can be improved at the
expense of SE.

B. Encryption Process

Based on the encryption principle described above, Fig. 2
shows the transmitter DSP of our designed secure OFDM-
PONs. Here, we use a 5-D hyperchaotic system to generate the
required chaotic precoding matrices {Wl k} and the subcarrier
permutation matrices {Fk} [11]. It should be noted that the
subcarrier permutation matrices {Fk} used in [11] are set to be
the same for all OFDM symbols. In this work, {Fk} are varied
for different OFDM symbols to achieve a coding gain and
improved security performance. The state equation of this 5-D
hyperchaotic system is given by [23]

ẋ1
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ẋ5
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0
0
0
0

 ,
(1)

where ε and σ are the parameters that control the system, and
their values are set to 6 and 8, respectively, in this work.

The detailed encryption process using Eq. (1) as the hyper-
chaotic system is then given as follows:

Step 1: Iterate Eq. (1) by the Runge–Kutta fourth-order
method to obtain the five chaotic sequences of x1, x2, x3, x4,
and x5.

Step 2: Generate the subcarrier permutation matrices {Fk}

from x1 as

Pk = sort(mod((|x1,k | − floor(|x1,k |))× 1014, 256)), (2)

where x1,k is a V -dimensional vector, which corresponds to the
kth segment of x1. The function sort(·) represents the genera-
tion of an index vector in descending order of the input values.
Pk is the generated chaotic permutation vector, which is then
used to get the permutation matrix Fk. Since Fk is orthogo-
nal, we can easily realize its associated decryption process by
multiplying its transpose at the receiver side.

Step 3: Generate the COMs {Ql k} from the chaotic
sequences x2 and x3, and acquire the corresponding original
numbers of subcarriers {Nlk} from x4. Utilizing the property
that every unitary matrix can be expressed as the product of
a certain number of Householder matrices [24], we obtain
Ql k as

ul ,k,b = mod((|x2,l ,k | − floor(|x2,l ,k |))× 1014, b)

+ j · mod((|x3,l ,k | − floor(|x3,l ,k |))× 1014, b), (3)

Ql k =

B∏
b=1

(
I − 2

ul ,k,bu H
l ,k,b

u H
l ,k,bul ,k,b

)
, (4)

where x2,l ,k and x3,l ,k are vectors with the same length
of NQ,l ,k (NQ,l ,k =max(Nlk, M)) obtained from the
(L × k + l )th segment of x2 and x3, respectively; (·)H rep-
resents the operation of conjugate transpose; b denotes the bth
iteration; and B is the total number of iterations in generating
Ql k, which highly affects the chaotic behavior of COMs [10].
To guarantee decent randomness, B is set to 1024 in this work.
As shown in insets (i)–(iii) of Fig. 2, the precoding is classified
into three scenarios: (1) when Nlk > M, the COM Ql k is an
Nlk × Nlk matrix, where some rows will be discarded during
encryption to perform the FTN signaling; (2) when Nlk =M,
Ql k is an Nlk × Nlk or M ×M matrix for the orthogonal
precoding; and (3) when Nlk < M, Ql k is an M ×M matrix,
where some columns will be discarded during encryption to
perform the redundant precoding. Besides, j is the imaginary
unit, and I denotes an identity matrix with a corresponding
size. Since M is fixed for all sub-bands, the scale factors {αlk}
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Fig. 2. Block diagram of the proposed secure OFDM-PONs based on multi-band CNOM encryption. Insets (i)–(iii): CNOMs Wl k after
selection of rows/columns according to J l k .
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are only determined by the original numbers of subcarriers
{Nlk}. Nlk is obtained from x4 as

Nlk = floor(mod((|x4,l ,k | − floor(|x4,l ,k |))× 1014, DL + 1)

+ NL,Min,

(5)

where DL represents the dynamic range of Nlk, determining
both the security and transmission performance. Generally
speaking, for a fixed L , a larger DL corresponds to a larger key
space. However, it leads to transmission performance degrada-
tion when DL has increased to a certain proportion of M due
to the influence of FTN precoding [12]. Since M is related to
L , the optimal DL is also related to L . Besides, the computa-
tional complexity of the encryption process is also dependent
on L shown in Subsection 2.C. NL,Min, which is obtained by
NL,Min =M − DL/2, is the minimum value of Nlk.

Step 4: Determine the rows/columns { J l k} that should be
reserved according to x5 and Nlk as

Gl k = sort(mod((|x5,l ,k | − floor(|x5,l ,k |))× 1014, 256)),
(6)

J l k =

Gl k(1 :M), Nlk > M
Gl k, Nlk =M
Gl k(1 : Nlk), Nlk < M

, (7)

where x5,l ,k is the (L × k + l )th segment of x5 with a length
of NQ,l ,k . Gl k is an index vector containing the column or row
index of the generated {Ql k}. As shown in insets (i)–(iii) of
Fig. 2, we discard some rows or columns of Ql k according to
J l k that only contains partial column or row indices of Ql k.
Specifically, we will discard some rows of Ql k when Nlk > M,
or some columns of Ql k when Nlk < M, to generate the
required chaotic precoding matrix, i.e., the Wl k of the CNOM
for the l th sub-band of the kth OFDM symbol with a size of
Nlk ×M.

C. Complexity and Key Space Analysis

Then, we evaluate the computational complexity of the pro-
posed multi-band CNOM-based encryption scheme. The
complexity can be mainly divided into three parts: (1) iter-
ating Eq. (1) using the Runge–Kutta fourth-order method,
(2) generating CNOMs {Wl k} and subcarrier permutation
matrices {Fk} using Eqs. (2)–(7), and (3) implementing the
encryption ({Wl k} and {Fk}) as shown in Fig. 2. The detailed
computational complexity analysis step by step is given as
follows.

1. Chaotic Model

Step 1: We need to iterate the state equation in Eq. (1) by
the Runge–Kutta fourth-order method, where each iteration
requires 191 multiplications, 194 additions, and 4 sin(·)
operators. It should be noted that the number of iterations of
the Runge–Kutta fourth-order method is predefined by the
network operator.

2. Generation of CNOMs {W lk} and Subcarrier Permutation
Matrices {Fk}

Step 2: Since x1,k is an M-dimension vector, Eq. (2) requires M
multiplications, M additions, M floor(·) operators, M mod(·)
operators, 2M |·| operators, and 1 sort(·) operator for sorting
M elements.

Step 3: Note that both x2,l ,k and x3,l ,k are vectors
with a size of NQ,l ,k , and Eq. (3) should be performed
B times for generating a COM. Therefore, Eq. (3)
requires 3NQ,l ,k B multiplications, 3NQ,l ,k B additions,
2NQ,l ,k B floor(·) operators, 2NQ,l ,k B mod(·) operators,
and 4NQ,l ,k B |·| operators. Meanwhile, Eq. (4) requires
(N2

Q,l ,k + NQ,l ,k + 1)B + N3
Q,l ,k(B − 1) multiplications, and

(N2
Q,l ,k + NQ,l ,k − 1)B + N2

Q,l ,k(NQ,l ,k − 1)(B − 1) addi-
tions. Since (DL + 1) is a frame-level calculation that can be
easily obtained by a look-up table, Eq. (5) requires one multi-
plication, two additions, two floor(·) operators, one mod(·)
operator, and two | · | operators.

Step 4: Because x5,l ,k is an NQ,l ,k-dimension vector, Eq. (6)
requires NQ,l ,k multiplications, NQ,l ,k additions, NQ,l ,k

floor(·) operators, NQ,l ,k mod(·) operators, 2NQ,l ,k |·|

operators, and one sort(·) operator for sorting NQ,l ,k ele-
ments. Equation (7) requires one comparison operator, whose
complexity equals that of one addition.

3. Encryption at the System Level

Since the subcarrier permutation matrix Fk with a size of
V × V only has one entry in each row and each column and
zeros elsewhere, it does not introduce any computational
complexity of multiplications or additions. Meanwhile, the
CNOM applied to the l th sub-band has a size of M × Nlk.
Therefore, the encryption at the system level for L sub-bands
requires

∑l=L
l=1 Nlk M multiplications and

∑l=L
l=1 (Nlk − 1)M

additions for each OFDM symbol.
The complexity of each part is summarized in Table 1.

However, it should be noted that in practical applications,
we do not need to iterate Eq. (1) or update {Wl k} and {Fk}

frequently until the security keys have changed at the OLT.
Therefore, the major computational complexity would only
come from the encryption at the system level, i.e., part (3),
which is evaluated in the following part.

Since Nl ,k in Eq. (5) follows the uniform distribution with a
mean of M, the expectation of the number of complex-valued
multiplications and complex-valued additions of part (3) can
be written as

Complex-Valued Multiplication= V 2/L, (8)

Complex-Valued Addition= V 2/L − V , (9)

respectively, for each encrypted OFDM symbol.
We take V = 120 for the following simulation and experi-

ment. Based on Eqs. (8) and (9), as the number of sub-bands
L increases from 1 to 10 and 15, the complexity of complex-
valued multiplication can be reduced by 90% and 93.33%,
respectively. Meanwhile, the complexity of complex-valued
addition can be reduced by 90.76% and 94.12%, respectively,
when encrypting one OFDM symbol.
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Table 1. Computational Complexity of Encryption in Each OFDM Symbol

Part (1) Part (2) Part (3)

Complex-valued
multiplication

191

(
l=L∑
l=1
((N2

Q,l ,k + 4NQ,l ,k + 1)B + N3
Q,l ,k(B − 1)+ NQ,l ,k)

)
+M + L

l=L∑
l=1

Nlk M

Complex-valued
addition

194

(
l=L∑
l=1
((N2

Q,l ,k + 4NQ,l ,k − 1)B + (N3
Q,l ,k − N2

Q,l ,k)(B − 1)+ NQ,l ,k)

)
+M + 2L

l=L∑
l=1
(Nlk − 1)M

sin(·) 4 0 0

floor(·) 0

(
l=L∑
l=1
(B + 1)NQ,l ,k

)
+M + 2L 0

mod(·) 0

(
l=L∑
l=1
(B + 1)NQ,l ,k

)
+M + L 0

| · | 0

(
l=L∑
l=1

2(B + 1)NQ,l ,k

)
+ 2M + 2L 0

sort(·) 0 1+ L 0

The key space can be calculated by either the sensitivity to
the initial value of the security keys [25] or the number of all
possible combinations of the matrices used for encryption [26].
Since we would like to emphasize the security performance
improved by the proposed multi-band CNOM-based encryp-
tion scheme, we have evaluated the security performance by
calculating the total number of possible combinations using
multi-band CNOMs, facilitating a meaningful comparison
with the COM-based encryption and the single-band CNOM-
based encryption studied in our previous works [10,12]. As we
mentioned in Step 3 in Subsection 2.B, the dynamic range DL

determines the security and the transmission performance for a
fixed value of L . Specifically, a larger DL produces a higher key
space but induces a larger transmission performance penalty.
Compared with DL = 0, i.e., the conventional COM-based
encryption, the increase in key space against the exhaustive
search attack using the proposed multi-band encryption
scheme is given by

ξ = ((DL + 1)L)P , (10)

where P is the frame size of OFDM symbols. It should be
noted that the single-band CNOM-based encryption in [12]
follows as a special case by setting L = 1. Based on Eqs. (8) and
(9), we know that the computational complexity decreases with
the increase of L . However, ξ cannot keep increasing because
the optimal DL depends on the value of L . Moreover, the
transmission performance will degrade when L is larger than
1 or DL increases to a certain proportion of M. Therefore, we
have also studied the impact of L and the dynamic range DL

on the total size of the key space and transmission performance
in Subsection 2.D. For a fair comparison, the total number (V )
of subcarriers after encryption has been fixed.

D. Impact of L and DL on the Transmission
Performance and Key Space

In this subsection, we have studied the impact of DL on the
transmission performance of the encrypted intensity-modu-
lated/direct-detection OFDM signals for some representa-
tive values of L via numerical simulation. Considering the
flexibility and ease of operation in practical applications,

the set O containing these representative L was chosen as
{1, 2, 3, 4, 5, 6, 8, 10, 12, 15} for a fixed V = 120. For sim-
plicity of analysis, an additive white Gaussian noise channel
was assumed in the simulation. Without loss of generality,
4-QAM was used as the modulation format, and the common
cascaded binary-phase-shift-keying iterative detection (CBID)
algorithm [22] was employed as the soft-decision decoder at
the receiver side. It should be noted that the DSP and the signal
parameters used in the simulation were the same as those in
our experiment to be discussed in Section 3, where the sizes of
the inverse fast Fourier transform (IFFT), V and P , were set to
256, 120, and 128, respectively.

We first set the signal-to-noise ratio (SNR) to 10 dB and
take L = 1 as an example, where the corresponding value of M
is relatively large. We can see from Fig. 3(a) that the bit error
rate (BER) curve is relatively stable until D1 (i.e., DL , when
L = 1) is larger than 50. Meanwhile, the BER increases slightly
from D1 = 50 and significantly from D1 = 80, respectively,
which can be attributed to the influence of ICI induced by
FTN precoding. The minimum scale factor αmin is 0.83 for
D1 = 50 and 0.75 for D1 = 80, respectively. The ICI associ-
ated with the former is relatively small for easy elimination, but
it increases and becomes too large to be easily eliminated for
the latter. However, for a large L value, the corresponding value
of M becomes relatively small, leading to strong compression
effects even with a small DL , e.g., DL = 2. The resultant ICI,
therefore, becomes too large to be easily eliminated as shown
in Fig. 3(b). Thus, in this work, to maintain a relatively large
key space while maintaining a good transmission performance,
the optimal DL was decided by a critical value where the BER
is relatively stable for DL less than or equal to it, and the BER
starts increasing slightly for DL larger than it. Particularly, we
can see from Fig. 3(b) that the optimal DL was set to 2 for the
case of L ≥ 8 because the BER increased even with DL = 2.
Note that in practical applications, a threshold of the BER
penalty (e.g., 10%) caused by L-band encryption can be set for
the decision of the optimal DL . This threshold is dependent on
the requirements for the key space, complexity, and transmis-
sion performance. Based on this criterion, we have summarized
the optimal DL for all L chosen from set O in Table 2 along
with the increase of the key space compared to the COM-based
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Fig. 3. Simulated results of (a) impact of dynamic range D1 on the
transmission performance for L = 1 and (b) BER versus sub-band
number L with DL = 0, 2, and 4, where the SNR was set to 10 dB.

Table 2. Optimal DL for Different L, Along with the
Increase of the Key Space

L Optimal DL Key Space

1 50 51P
= 51P

2 16 (172)P
= (289)P

3 14 (153)P
= (3375)P

4 12 (134)P
= (28,561)P

5 6 (75)P
= (16,807)P

6 4 (56)P
= (15,625)P

8 2 (38)P
= (6561)P

10 2 (310)P
= (59,049)P

12 2 (312)P
= (531,441)P

15 2 (315)P
= (1.43× 107)P

encryption. Without loss of generality, the optimal DL for each
value of L , as listed in Table 2, was adopted for the following
simulations and experiments.

By applying the optimal DL to the multi-band encryp-
tion, we present the relationship between the BER and L in
Fig. 4, where the results of a bandwidth-limited channel due
to devices and fiber dispersion are also given as the benchmark.
The bandwidth-limited channel is emulated by a first-order
Bessel filter with a 6-GHz cut-off frequency. In both channels,

Fig. 4. Simulated BER performance versus the sub-band number
using a flat channel, and a roll-off channel realized by a 6-GHz first-
order Bessel filter, respectively, where the optimal DL was applied,
and the SNR was set to 11.5 dB for both cases.

the SNR was fixed at 11.5 dB for a fair comparison. It can be
observed from Fig. 4 that under a flat channel, the BER is rel-
atively stable and comparable to that of the DC-biased optical
(DCO-) OFDM signal without encryption when L is small
(L ≤ 6) and increases as L further increases. This is due to the
fact that the influence of ICI can be well eliminated when L
is small (L ≤ 6) and cannot be completely mitigated when L
is large (L > 6), as shown in Fig. 3(b). Meanwhile, the BER
increases significantly under the bandwidth-limited channel,
indicating an increased penalty induced by the multi-band
structure in this scenario.

3. EXPERIMENTAL SETUP

Figure 5 shows the schematic diagram of this experimental
setup, and Fig. 2 gives the transmitter side DSP, whose inverse
process is used to demodulate the signal at the receiver side.
Initial binary bits after serial to parallel conversion were first
mapped into 4-QAM symbols. The whole bandwidth was then
divided into L sub-bands before being encrypted with {Wl k}

and {Fk}, where V and P were set to 120 and 128, respectively,
in this experiment. After Hermitian symmetry for intensity
modulation, the IFFT with a size of 256 was used to generate a
real-valued OFDM signal, where its 1/16 was set as the cyclic
prefix (CP). At the OLT, the generated real-valued digital signal
after parallel to serial conversion was transformed into an ana-
log signal by an arbitrary waveform generator (AWG) working
at 12 Gsample/s. As a result, the data rate excluding the CP
was approximately 10.6 Gb/s (= 12 Gb/s × 2 × 120/256
× 16/17. The analog signal was then amplified by an elec-
trical amplifier (EA). A Mach–Zehnder modulator (MZM),
together with a laser diode (LD) set to 1550 nm, converted
the electrical signal into the optical domain before being fed
into a 20-km SSMF link for transmission. At the receiver side,
a variable optical attenuator (VOA) was employed to adjust
the value of the received optical power (ROP) to measure the
sensitivity curve. The encrypted signal was sent to a regular
ONU and an illegal ONU via a 50:50 power splitter/coupler
(PSC). After detection by a photodiode (PD), the received
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Fig. 5. Proof-of-concept experimental setup for verifying the
proposed secure OFDM-PON (LD, laser diode; AWG, arbitrary
waveform generator; EA, electrical amplifier; MZM, Mach–Zehnder
modulator; SSMF, standard single-mode fiber; VOA, variable optical
attenuator; PSC, power splitter/coupler; PD, photodiode).

signal was amplified by another EA and then captured by an
80-Gsample/s real-time oscilloscope. Finally, the detected data
after synchronization and equalization was decrypted using
the inverse encryption process shown in Fig. 2 with right and
wrong keys at two ONUs, respectively.

4. EXPERIMENTAL RESULTS AND DISCUSSION

We first experimentally investigated the impact of different L
with the corresponding optimal DL on the system perform-
ance. Figure 6(a) shows the BER versus the value of L , where
the ROP was set to −12.5 dBm. We can see from Fig. 6(a)
that the BER increases as L increases due to the multi-band
structure, corresponding to the results in Fig. 4. Though L = 1
corresponds to the best transmission performance, encryp-
tion with a larger L can achieve a larger key space and lower
computational complexity at the encryption level. Thus, we
need to choose an appropriate L by overall considering the
requirements of the key space, computational complexity, and
transmission performance in a practical system.

Since the BER difference among L = 1, 10, and 15 is
relatively large, as shown in Fig. 6(a), we have then studied
the transmission performance of the proposed multi-band
CNOM-based encryption scheme with these three L values.
Figure 6(b) presents the BER curves and constellation diagrams
under regular reception and illegal reception, where we only
made a tiny difference in the security keys (1x2 = 10−15).
Herein, the 10 sub-band COM-based encryption was used
as the benchmark for comparison. We can see from Fig. 6(b)
that, compared to the 10 sub-band COM-based encryption, L
sub-band CNOM-based encryption with the right keys shows
little performance penalty. In contrast, it can significantly
increase the key space by 1.4× 10482 and 1.72× 10653 times
for L = 10 and L = 15, respectively, against the exhaustive
search attack. Besides, as we mentioned before, as the number
of sub-bands increases from 1 to 10 and 15, the complexity
of complex-valued multiplication can be reduced by 90%
and 93.33%, and the complexity of complex-valued addition
can be reduced by 90.76% and 94.12% when encrypting one
OFDM symbol. Moreover, it can be observed from Fig. 6(b)
that both COM- and CNOM-based encryption outperform
the conventional DCO-OFDM signal without encryption.

Fig. 6. (a) Measured BER versus sub-band number with
ROP=−12.5 dBm after 20-km SSMF transmission. (b) BER
and the corresponding constellation diagrams of the proposed
multi-band CNOM-based encryption scheme with L = 1, L = 10,
and L = 15 compared with the conventional DCO-OFDM and
COM-based scheme after 20-km SSMF transmission.

Since the permutation matrices used in the encryption were
different for different OFDM symbols, this improvement
could be attributed to the coding gain from the permutation
matrices.

To test the effectiveness of the permutation matrices, we
have then investigated the transmission performance of COM-
and CNOM-based encryption with and without permutation,
as shown in Fig. 7. We can see from Fig. 7(a) that both the
COM and CNOM show performance improvement with
permutation compared with the cases without permutation,
indicating its coding gain. This improvement can be explained
by Fig. 7(b). Due to frequency roll-off, which is mainly caused
by the joint effect of fiber dispersion and the bandwidth limi-
tation from devices, the signal without a permutation matrix
shows a large fluctuation of SNR distribution among subcar-
riers. Nevertheless, with the help of permutation matrices,
a relatively flat SNR distribution can be achieved, leading
to a noticeable improvement in transmission performance.
Specifically, the CNOM signals without permutation show
the worst performance due to additional ICI. However, for
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Fig. 7. (a) BER performance of the proposed encryption scheme
with and without a permutation matrix (PM). (b) Estimated SNR
versus the index of subcarriers for the encrypted signal with and
without using a permutation matrix (ROP=−10 dBm).

the same L , the CNOM signal has little performance penalty
compared to the COM signal when both employ permutation
matrices.

5. SUMMARY

We have experimentally demonstrated a novel multi-band
CNOM-based encryption scheme for secure OFDM-PONs.
Due to the utilization of non-orthogonality and the multi-
band structure, the proposed method can significantly increase
the key space and reduce computational complexity compared
with the conventional single-band COM/CNOM-based
encryption. Moreover, to balance the trade-off among the key
space, computational complexity, and transmission perform-
ance, we have also investigated the impact of the sub-band
number and the corresponding dynamic range on both the
transmission and security performance via both simulation
and experiment. By employing the proposed multi-band
CNOM encryption with the optimal dynamic range, the key
space can be increased by 1.4× 10482 and 1.72× 10653 times,
respectively; the complexity of complex-valued multiplication
can be reduced by 90% and 93.33%, respectively; and the

complexity of complex-valued addition can be reduced by
90.76% and 94.12%, respectively, in encrypting one OFDM
symbol, when the number of sub-bands was increased from
1 (single-band) to 10 and 15, respectively. Moreover, the
coding gain from permutation matrices used in the proposed
encryption has been validated in a bandwidth-limited channel.
All results have indicated the great potential of the proposed
multi-band CNOM-based encryption for future high-security
and high-speed PONs.
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